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n often-overlooked legal topic is advertising regulation in video games. People
routinely think of advertising as doing whatever it takes to get more people to play
your game and extract more revenue from it. However, there are many rules around advertising practices. Though not as often discussed, advertising should be thought of as a regulated area of game development like tax, intellectual property, privacy, or human resources.
While there are many advertising regulations, all or almost all of them can be reduced
to two simple rules. When in doubt, consider these guides and honestly ask yourself if you
in line with the following:
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Rule 1: Tell the truth.
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In the United States, advertising is regulated on the federal level by the Federal Trade
Commission (FTC).1 The FTC gets its authority from a statute that allows it to regulate
practices that are considered “unfair or deceptive.” That authority is very broad and allows
the FTC to police activities ranging from television commercials to online tracking and
privacy breaches.
State law also comes into play for regulating advertising, and has equivalent protections for consumers as federal law. In addition, state law requirements are often more specific. State law might answer these questions: What kind of return or refund policies are
required? What kind of warranties must be included with a product? What constitutes a
sweepstakes versus gambling? What are the requirements for collecting money from consumers, including payment plans for larger purchases?
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RULE 1 EXPLAINED: TELL THE TRUTH
The primary purpose of advertising regulation is to protect consumers from lies about
a product. The policies are set up to prevent people from being deceived by advertising.
Deception can come in a variety of forms. Colloquially, this is normally called “false
advertising.” The cases below are illustrations of the rule at work.
181
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Advertising Features and Graphics
It is OK to talk about potential features in an interview or public presentation, but by the
time real advertisements are being created, including social media influencer and press
packets as well as actual advertisements (billboard, print, online, or TV), you should not
show or imply features that do not exist. For instance, do not show real-time mobile multiplayer over a cellular network unless that is actually available over most cellular networks.
Consider graphics as our first example. There is no such thing as a “neutral platform”
for game footage. Whenever anyone suggests that you record on a “neutral platform,” they
always mean the same thing. They want to record the best game footage we have and then
advertise it for all platforms. Perhaps they believe that this can be fixed with a disclaimer at
the bottom that says “test footage” or “development footage,” but it cannot. Text at the bottom of an advertisement is meant to further explain what people are seeing, not contradict
it. So, we cannot show our best development machine footage with all the bells and whistles turned on in the national advertising campaign, even with a very truthful text under
it saying, “We wish it looked this good, but it doesn’t.” The only time development footage
is legitimate is when the game is in development. After launch, you should use the actual
game running on a platform. You can show the best platform you have for multi-platform
ads; for instance, if a game is available on Xbox, PlayStation, and PC, you can show the
best one and say “PC footage shown.” Sometimes, with focused captive advertising on an
individual platform, you have to advertise for just that one platform (i.e., advertising the
Xbox version on the Xbox Network). In those cases, the footage must match the platform
advertised.2
Substantiation and truth in advertising can apply to hardware- as well as softwarerelated graphical issues. Consider a recent graphics card case where the NVIDIA GTX
970 originally advertised 4 MB of high-speed RAM. In fact, the card only had 3.5 MB of
high-speed RAM and the remaining 0.5 MB of RAM ran 80% slower. This resulted in a
class action case in the Northern District of California. The NVIDIA GTX 970 overstated
its graphical capabilities and ultimately settled the class action, paying consumers for false
advertising. The settlement was $30 per consumer that had purchased the graphics card.
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Substantiation and Hardware: Waterproof Devices
Substantiation is another way to describe telling the truth. Substantiation in advertising
means asking whether an advertiser has the proof to back up claims in a commercial. Are
the product claims true and are we able to show those claims are true with evidence and
tests? This applies to both software and hardware, but the effects in hardware are particularly striking. Above, we discussed showing graphics that were realistic to the consumer
experience as well as accurately describing video card technical features. Now consider
other hardware attributes, like a device being waterproof.
As waterproof devices become better and more common, I suspect that this advertising
trend will fade because it will no longer be a special feature of the devices, but it is important
now and will be illustrative for any hardware attribute going forward. When we have paperthin phones, or in-home teleportation devices, we will still use the same advertising standards.
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If a device is advertised as waterproof, the advertisements must show the device submerged in the same conditions it was tested in. For instance, waterproof devices are normally tested by being submerged in clean fresh water for 30 minutes, at 21 degrees Celsius
(about 71 degrees Fahrenheit) in about three feet of water.3 The advertisements have to
show something similar to the testing conditions.
Why use those as the normal testing conditions? Mainly because those are obvious,
easy, and commonly available. That temperature is about room temperature. That depth is
the depth of easily available waterproof containers, and 30 minutes is enough time to do
several test runs in one day. It is also longer than most people would leave the device in
the water, because they would fish it out. Lastly, those testing conditions are related to an
international electronics manufacturer standard called IEC60529, also referred to as the IP
Code (Ingress Protections Code), which rates devices on their resistance to both dust and
liquid.
The harder question is: Why are devices not tested in more conditions? Waterproofing
has and will be a core selling feature in national advertising campaigns where tens of millions of dollars spent are on creative materials, production, and media buys. I have never
once been given device specifications for a waterproof device that was tested in conditions
substantially different from the above.4 It is as if companies are paralyzed by convenience
and the IEC60529 standards rather than what people actually want to know about their
phones. Compare this testing reality to the ads people want to run and the lives of real
people. We take showers and we want to listen to our playlists on our phones. That water is
hot and soapy. Sometimes you want to be in there for 45 minutes. How about pools? That
water is filled with chlorine (at least). How about the beach, or when you want to take snorkeling and diving photos? What about the sink, when I am washing dishes, or at a dinner
party, spilling wine, liquor, or soft drinks on a phone? For years now, advertising agency
creatives have been taking devices that are supposed to be “waterproof” and trying to
make advertisements like the above when the device was never or not adequately tested in
those common conditions. Most of these proposed commercials in the shower or pools or
the ocean are stopped prior to production, but occasionally some get through, to the great
embarrassment of the people involved.5
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Substantiation: Whose Job Is It and How Is It Done?
Advertising should be reviewed for substantiation, legally as well as on an engineering level.
Substantiation for game software or hardware is always conducted at the game company or
by a qualified third-party testing service. Substantiation is never properly performed at the
advertising agency. It is the game company’s responsibility to only approve pitches that can
be substantiated. There should never be a creative brief issued to an agency for unsubstantiated claims. Asking the advertising agency to perform substantiation testing or research is
essentially an admission that engineering was entirely disconnected from the marketing
plan. It is a suggestion that the product or software is being marketed beyond the intended
attributes and benefits. Lastly, it is evidence of incompetence that regulators justly revel in
uncovering.
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Unfortunately, engineers do not work in the game company marketing department.
This leads to failures in understanding the true product functionality, which results in litigation and regulatory action. It is critical that engineering and development communicate
with marketing on substantiation because the consequences of making unsubstantiated
marketing claims are so severe, including litigation costs, regulatory fines, and customer
refunds. The only thing worse than unchecked substantiation coming from the marketing
department alone is asking the advertising agency to do its own testing. Advertising agencies are known for their service-oriented structures, flexibility, and broad skill set. Still,
they should never be performing substantiation like estimating frame rates, testing video
cards, or submerging mobile devices in differing liquid conditions. To say that it is a recipe
for disaster is an understatement.
So, what should a game company do if it receives a pitch from its agency that makes
unsubstantiated claims? The company itself should do the testing internally or commission a qualified third party to perform the testing necessary to substantiate the claim—in
advance of the advertising being made. This common sense, but uncommon practice, can
literally save millions of dollars.
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Influencers and Disclosure
One novel area where telling the truth is especially important is with social media influencers. An influencer is a person on social media that has a robust following. Usually this
following is at least tens of thousands of people, and may be tens of millions or more. These
people may be on YouTube, Twitch, Instagram, Twitter, or another social media platform.
The marketing proposition is that people interested in an influencer have common interests
and demographics. Furthermore, they will likely be persuaded to make buying decisions
by the influencer. They consider the influencer a trusted endorser of a game or other hardware. Some influencers have become bona fide celebrities entirely through social media.
So, when an influencer is paid to discuss a game or piece of game hardware, we have to
consider another aspect of telling the truth. Telling the truth includes making sure consumers fully understand the relationship between people talking about the product and
your company. The FTC started regulating this area in the radio and television era before
the internet and before video games achieved the popularity they enjoy today. The original
rules still apply, with some important additions. The core rules are:
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1. Influencers must give their honest opinion about a product
2. Influencers must disclose their association with the game company.

In person, on television, or the radio, this was easier than in social media. An endorser
in the 1990s would thank a particular company for supporting him or her and providing the endorser with products. Today, social media has very little room for text. Video
platforms only offer several seconds of time, and Twitter launched with only 140 characters until it generously doubled that number in November 2017. Even six seconds or 280
characters is not a lot of room for an advertisement and a disclosure.
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Disclosure: Content and Placement
What is the correct placement of an influencer disclosure, and what should it say? The FTC
does not say where exactly a disclosure should be, but we have guidelines that say the disclosure should be “clear and conspicuous.” What about social platforms that have limited
text and limited room? The FTC has addressed this, and stated that if you do not have room
for the disclosure then you should not use the platform.
The social content company Machinima was sanctioned by the FTC and the New York
Attorney General in 2016 for a program related to influencers and disclosure. Microsoft
and its ad agency Starcom paid Machinima to run an influencer campaign around the
launch of the Xbox One. In that campaign, Machinima paid a small number of influencers
to post material about pre-release versions of the Xbox One. Secondarily, it offered to pay
a larger group of influencers a bounty of $1 for every 1000 views of any video about the
Xbox One. Machinima influencers uploaded over 300 videos that generated more than 35
million views. The FTC found that the influencers were not required to disclose their relationship with Microsoft or that they were being paid to produce the videos. The New York
Attorney General levied a $50,000 penalty on Machinima and the FTC issued a 20-year
consent order that required disclosure going forward on social media campaigns and an
audit of influencer materials for the next five years.
Assuming that there is room for disclosure on social platforms, how do we know what
works? In 2017, the FTC sent a letter to 90 influencers and brands, explaining that they
were not adequately disclosing their relationship. Later in the year, they sent 21 follow-up
letters to influencers, warning that they had still not adequately disclosed the relationship.
From these letters, we can derive several attempted disclosures that were not sufficient and
can avoid those in the game context. In the table below, the insufficient disclosures are provided along with some improved examples of disclosures the author considers compliant
in most contexts.
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Author-Suggested Improvements (Normally Compliant)

#ad
#sponsored
#Brand Ambassador
#Thanks to Brand for your support
Put all disclosure above the fold (before “more”)
Disclosures on an image itself
Disclosures in the voiceover or actual content of a video
Disclosures in text several times in a video in a readable
form

s
ci

an
Fr

#sp
#spon
#collab
#ambassador
#Thanks brand
#Thanks to my friend at brand
Any disclosure after the “more”
Disclosures that do not travel with the content
Disclosures in a comment section
Disclosures in an About section or Bio section
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Non-Compliant Disclosure

The game industry may claim the dubious honor of being the first industry in which the
FTC had an action against the influencers themselves. Previously, any enforcement was
limited to brands and a warning to the influencers. The line was crossed by two founders of
a Counter-Strike: GO skins trading business. Those founders, Trevor “TmarTn” Martin and
Thomas “Syndicate” Cassell, were widely followed in the online game community. They
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deceptively endorsed the online gambling service CSGO Lotto while failing to disclose
that they jointly owned the company.6 They also allegedly paid other well-known influencers thousands of dollars to promote the site on YouTube, Twitch, Twitter, and Facebook,
without requiring those influencers to disclose the payments in their social media posts.
The Commission order settling the charges required Martin and Cassell to clearly and
conspicuously disclose any material connections with an endorser or between an endorser
and any promoted product or service.
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Two for One Example: Sony Vita Substantiation and Disclosure Combined
In 2015, the FTC settled an enforcement action against Sony Computer Entertainment
America and its advertising agency, Deutsch LA. There were two core problems with the
campaign for Sony’s new product, the Sony Vita. First was a substantiation problem, and this
was made worse by a lack of disclosure in some of the advertising agency’s communications.
The issue with new product creative briefs is that we often do not fully understand the
product prior to launch. Yet, advertisements take months to make and we need them to
be ready at or before product launch. That was the case with the Sony Vita. There were
two controversial features touted by the Vita. First was that a player could play games
on a PlayStation and then move immediately to a Vita as the player went on about their
day. This essentially promised that consumers would have a portable console experience.
Second was the idea that people could play real-time multiplayer games over a cellular network—another groundbreaking technological feat. Game industry companies constantly
promise features like these at trade shows, but a satisfying, bug-free experience has never
been delivered on either of them. So, to promise both of these features in one piece of hardware was questionable from the start.
Unsurprisingly, it turned out that neither claim was actually true in the way it was shown
in the commercials. A player could not just pause the console and any point and walk out
of the house with his or her Sony Vita, continuing to play. This functionality was limited
to a small number of games and was limited to certain special times within the game. The
real-time multiplayer functionality was also not true. It was available over Wi-Fi, which
was not innovative, and was also available over a cellular connection for turn-based games
and to review leaderboard displays in games, which was also not innovative.
In retrospect, some of the ads were deliberately vague on these points, but that made it
worse. At root, the issue to consider is: What does a reasonable consumer take away from
the advertisements? Vague is always going to be the wrong answer because it can be misinterpreted. In the final analysis, just as we discussed with waterproof devices above, the
client has to substantiate their claims. This is true for all product properties, but it is especially true for claims about innovation or market superiority. Those claims are the most
likely to get consumers to make a buying decision. Launch-related unknowns and timing
exigencies are not an acceptable excuse. The requests of a creative brief or a client’s instructions are no reason to break the law and will not save the company or the ad agency when
a regulator reviews the advertisements.
The ad agency made the investigation worse when one of the Deutsch assistant account
executives wrote the following email to all of the ad agency employees:
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The PlayStation Team has been working hard on a campaign to launch Sony’s all-new
handheld gaming device, the PS Vita, and we want YOU to help us kick things off!
The PS Vita’s innovative features like 3G gaming, cross platform play and augmented
reality will revolutionize the way people game. To generate buzz around the launch
of the device, the PS Vita ad campaign will incorporate a #GAMECHANGER
hashtag into nearly all creative executions. #GAMECHANGER will drive gamers to
Twitter where they can learn more about the PS Vita and join in the conversation.
The campaign starts on February 13th, and to get the conversation started, we’re
asking YOU to Tweet about the PlayStation Vita using the #GAMECHANGER
hashtag. Easy, right?…
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In response, Deutsch agency employees used their personal Twitter accounts to hype the
PlayStation Vita through tweets like:
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One thing can be said about PlayStation Vita … it’s a #gamechanger
PS Vita [ruling] the world. Learn about it! us.playstation.com/
psvita/#GAMECHANGER
Thumbs UP #GAMECHANGER—check out the new PlayStation Vita
This is sick … See the new PS Vita in action. The gaming #GameChanger
Got the chance to get my hands on a PS Vita and I’m amazed how great the graphics are. It’s definitely a #gamechanger!
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It is clear that the request had an effect on the marketplace and the agency was helping to seed the hashtag without disclosing the material connection between the brand
and the ad agency employees. This type of fake grassroots movement is referred to as
astroturfing.
After the FTC settlement, Sony had to offer every Vita purchaser $25 in cash or a voucher
$50 worth of Sony merchandise. The ad agency was barred from making misleading advertising claims and required to disclose any future material relationship between a brand and
an influencer (including any ad agency employee). The agency also had to submit to five
years of monitoring of its advertisements.
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RULE 2 EXPLAINED: DON’T RIP ANYONE OFF
There are two main variations on Rule 2—Don’t Rip Anyone Off. First, and most important, do not take advantage of consumers. Regulators are on the lookout for anything that
harms consumers. This facet of Rule 2 is tightly intertwined with Rule 1 (Tell the Truth).
In fact, some of the examples in this section clearly overlap.
A second way to look at Rule 2 is: do not steal advertising material from other advertisers or brands. When you latch on to the goodwill and social currency that another brand
has built, you are free-riding. You are stealing from their hard work and using it to artificially elevate your game brand. It might sound like a terrific idea to advertise your new
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fantasy role-playing game with the launch of the new Game of Thrones season, complete
with references to Winterfell, but that would violate Rule 2.
The intellectual property violation aspects of Rule 2 are more fully discussed in the
intellectual property chapter of this text. For this chapter, we will focus on the aspect of the
rule related to taking advantage of consumers.
One prominent example in recent years surrounds microtransactions. Games supported
by microtransactions can easily mislead consumers. The game looks “free to play,” but it is
really just an evolution of the original “free to try” game model back in the early days of the
game industry. The evolution is, of course, that people not only have to pay to play the game
well, they can often pay hundreds or thousands of dollars a month to excel at the game.
Originally, the Apple App store and Google store labeled microtransaction-supported
games as “Free” when they were downloaded from the store. In 2014, both companies
yielded to pressure from the European Commission to change the labeling of those games.
Now, the reader is probably familiar with “Get” next to those titles in the store. Going forward, all applications were required to clearly disclose in-app purchases.
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Specific Examples: Microtransaction Disclosure
In 2014, the UK version of the FTC, the Advertising Standards Association (ASA), found
that the Electronic Arts (EA) application for Dungeon Keeper had issued an email ad that
was deceptive for consumers. It wrote “GET DUNGEON KEEPER ON MOBILE FOR
FREE!” The ad did not adequately disclose that microtransactions were necessary for the
average player to progress in the game.
In some cases, a regulator does not need to step in for consumer harm to be recognized. The marketplace itself can complain so loudly that it generates a change. In 2017,
EA launched Star Wars Battlefront II. That game launched with a retail price of $79.99 and
included microtransactions. Worse, the character-advancement microtransaction monetization strategy was tied to the “loot box” concept.
Loot boxes are randomly generated virtual property. A player buys a loot box for a chance
to get some item or advancement, but may only get something of limited value (or of no
value). Loot boxes are not currently regulated in the United States because game systems
that use them are essentially cash-in systems with no payout. They are not slot machines,
but are merely digital versions of the arcade games we have been familiar with for almost
100 years. Analogously, you put in a quarter to play the game, and luck has a huge effect on
the outcome. We have allowed that type of pay-for-amusement in the United States, going
all the way back to physical carnival games and electro-mechanical games. However, Star
Wars Battlefront II finally brought loot boxes to the attention of regulators and irritated consumers. In November 2017, after the launch of the game, the Belgian Gaming Commission
described loot boxes as gambling aimed at children and called for their elimination from
Belgium and Europe.7 The fundamental problem in that case was greed. Traditionally, loot
boxes had been part of microtransaction games or a small part of AAA titles. This has been
acceptable from a social and regulatory perspective since the start of “free-to-play” games.
EA actually tried to incorporate an AAA retail price of $80 with a requirement to purchase
loot boxes in addition to that retail price for basic character advancement. The system and
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associated initial EA response also resulted in the most down-voted Reddit post of all time,
with a score of negative 683,000 as of this writing. The result was that loot boxes were pulled
from the game literally overnight.
The general theme here is that we should not say that a game is free or otherwise forget
to mention in-game purchases. If in-game purchases such as currency or items are an
important part of the game, or otherwise substantially help people to make progress in the
game, then they should be disclosed in all of the game advertising. Not disclosing those elements is a way to “bait-and-switch” customers. They thought they were buying something
of high value, but found out they were buying something of lower value where they had to
spend more to have the high-value experience.

KEY ADVERTISING LAWS
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In addition to telling the truth and not ripping anyone off, there are a few core statutes that
are part of many advertising campaigns. Below is a brief summary of the most important
advertising laws.
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Email Marketing Compliance: CAN-SPAM Act
All email marketing in the United States has to fit within this system. The statute covers all
commercial messages, but not simple transactional messages. A transactional message is
something simple like a purchase confirmation or a customer service email. You are not trying to sell the consumer anything and the message is mainly for the benefit of the consumer.
On the other hand, commercial messages are defined as “any electronic mail message,
the primary purpose of which is the commercial advertisement or promotion of a commercial product or service,” including content on a website operated for a commercial purpose. Generally, the test to determine if something is a commercial message is whether a
recipient reasonably interpreting the subject line would likely conclude that the message
contains an ad or promotion for a commercial product or service, or whether most of the
message’s non-commercial content does not appear at the beginning of the message.
Each email violation of CAN-SPAM is subject to penalties of up to $40,654. This is rarely
enforced in the United States and does not have a private right of action. Still, the potential
loss is enough to keep legitimate companies in line and compliant.
The basic requirements of CAN-SPAM are:
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• Do not use false or misleading header information. The “From,” “To,” “Reply To,”
and routing information (including the originating domain name and email address)
must be accurate and must identify the person or business who initiated the message.
Do not use fraudulent transmission data, such as open relays and false headers.
• Do not use deceptive subject lines. The subject line must accurately reflect the content
of the message.
• Identify the message as an ad early in the message. Initiators of a commercial email
must clearly and conspicuously disclose that the message is an ad. The message should
contain at least one sentence.
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• Tell recipients where you are located. The message must include your valid physical
postal address, which can be a current street address, registered post office box, or a
registered private mailbox.
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• Tell recipients how to opt out of receiving future email from you. Your message must
include a clear and conspicuous explanation of how the recipient can opt out of getting
email from you in the future. Give a return email address or another easy internet-based
way to allow people to communicate their choice to you. You may create a menu to allow
a recipient to opt out of certain types of messages, but you must include a “global” option
to stop all commercial messages from you. Make sure your spam filter does not block
these opt-out requests. The current industry gold standard is an unsubscribe button with
the unsubscribe happening automatically or one click away through a dashboard.
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• Honor opt-out requests promptly. Any opt-out mechanism you offer must be able to
process opt-out requests for at least 30 days after you send your message. You must
honor a recipient’s opt-out request (however received) within 10 business days. Here,
the industry standard (exceeding the statutory requirement) is 24–48 h. You cannot
charge a fee, require the recipient to give you any personally identifying information
beyond an email address, or make the recipient take any step other than sending a
reply email or visiting a single page on an internet website as a condition for honoring
an opt-out request. Once people have told you that they do not want to receive more
messages from you, you cannot sell or transfer their email addresses, even in the form
of a mailing list. The only exception is that you may transfer the addresses to a company you have hired to help you comply with the CAN-SPAM Act.

ls

ia
er

at

m

-T

nd

ra

lo

ay

• Monitor what others are doing on your behalf. Even if you hire another company to
handle your email marketing, you cannot contract away your legal responsibility to
comply with the law. Both the company whose product is promoted in the message
and the company that actually sends the message may be held legally responsible.
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TCPA: The Most Dangerous Law in Advertising
We are saturated by advertising in so much of our lives. One place we are not is text messages. The Telephone Consumer Protection Act (TCPA) is one of the main reasons our text
messages are not as flooded with commercial messages as our email is. Traditionally, text
message plans were not unlimited and people often paid for each text message. In this way,
text messages were similar to faxes (which are also regulated by the TCPA). Since there was
a real cost for each text, it made sense to substantially limit what advertisers could do with
the medium. Now that most text plans are unlimited, consumers are still grateful that there
is one place in their life where advertising is an opt-in experience.8
Unlike the CAN-SPAM Act, there is a private right of action and a potential $500 fine
per text message. These numbers become astronomical quickly. The private right of action
means that the plaintiff’s bar (contingency fee attorneys) are always on the lookout for a
chance to be paid. As mercenary as this sounds, it essentially privatizes enforcement and
makes most companies enormously careful when using text marketing.
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Another effect of the private right of action is that there are a huge number of cases
each year, probably more than any other type of advertising case. In 2016, there were
almost 5000 TCPA cases. Plus, because of the $500 per message penalty, the damages
can be large. For example, in just the past few years, Capital One Financial Corp. settled
a TCPA class action for $75 million. Several cruise lines settled claims for $76 million
and AT&T Inc. and Bank of America Corp. settled cases for $45 million and $32 million,
respectively.
The key requirements of the TCPA are as follows:
Prohibited call times and numbers. No person or entity may initiate any telephone solicitation to (1) any residential telephone subscriber before the hour of 8 a.m. or after 9 p.m. or
(2) a residential telephone number on the national do-not-call registry. Calls and text messages have the same protection under FCC rules. However, please note that telemarketing
laws are regulated on a state-by-state basis in addition to the TCPA.
Caller contact information. FCC rules require anyone making a telephone solicitation
call to a consumer’s home to provide his or her name, the name of the person or entity
on whose behalf the call is being made, and a telephone number or address at which that
person or entity can be contacted. For texting purposes, you can just identify the sender in
the opt-in information.
You must obtain consent for prerecorded or autodialed messages. Companies using
autodialers (“robocall”) or prerecorded messages for a marketing call or text are required
to obtain the prior express written consent of the called party.
A consumer’s written consent must be signed (electronic or digital form of signature
is acceptable, to the extent this form of signature is recognized as a valid signature under
applicable federal or state law) and be sufficient to show that the consumer (1) received
“clear and conspicuous disclosure” of the consequences of providing the requested consent, that is, that the consumer will receive future calls/texts via an autodialer, or receive
prerecorded messages by or on behalf of a specific seller, and the frequency of the recorded
messages; and (2) having received this information, agrees unambiguously to receive such
calls at a telephone number the consumer designates.
In addition, the written agreement must be obtained “without requiring, directly or
indirectly, that the agreement be executed as a condition of purchasing any good or service” and must state as much.
Game companies should watch out for reassigned numbers. Callers are liable for robocalls to reassigned wireless numbers when the new subscriber to (or customary user of)
the number has not consented, subject to a limited, one-call exception for cases where the
caller does not have actual or constructive knowledge of the reassignment. This rule is
particularly disconcerting to many people, but the requirement in practice is to include a
reasonable mechanism for identifying and filtering out reassigned numbers.
One of the keys overall and to identifying reassigned numbers is honoring opt-out
requests. Telemarketers must provide an automated, interactive “opt-out” mechanism during each robocall or text so that consumers can immediately tell the telemarketer to stop
calling. Generally, this is done by including an option to text “STOP” or some similar
phrase in the initial message. Consumers may revoke consent to receive robocalls or texts
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at any time and through any reasonable means. A calling company cannot require someone to fill out a form and mail it in as the only way to revoke consent.
Internet-to-phone messages are also considered “robocalls” for the purposes of the statute. They also require consumer consent.
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TCPA Consent Exception
There is an on-demand text exemption, also called a one-time exception. This is for
“on‑demand” text messages sent in response to a consumer request and they are not
subject to TCPA liability. This exception applies only if the message (1) is requested by
the consumer; (2) is a one-time-only message sent immediately in response to a specific
consumer request; and (3) contains only the information requested by the consumer
with no other marketing or advertising information. This exception would allow a marketer to publish an ad with a clear call-to-action to consumers (such as “text COUPON
to obtain a 20% off coupon”), along with the appropriate disclosures, and then respond
with a single text to any consumers who followed the call-to-action by texting the marketer with a request for information. Another common example would be “text HELLO
to receive a link to (Information).”
As you can see above, the TCPA is complicated and there are severe penalties for
non-compliance. Game companies interested in text marketing or automated calling
should be aware of these rules and follow them carefully.
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Sweepstakes and Contests
Sweepstakes and contests are some of the most popular ways to advertise video games
or any product. They build community. They are engaging. We have a long history of
data that show they drive product sales and awareness. However, they are also right
next to gambling in most state statute books. It is easy to design them in a way that
crosses over the line into gambling and give rise to penalties and potential criminal
liability.
This section will set out the core elements of sweepstakes and contests. Furthermore, it
will alert the reader to where they may make a mistake and have a promotion cross the line
into the gambling realm.
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WHAT IS GAMBLING?

Gambling is any game that contains all three of the following three elements:
• Chance: States disagree on how much chance is required to trigger this element. It
could be that it depends to a material degree on chance or it could be stronger and
state that chance is the dominant factor in the outcome. Either way, if there is luck
involved in the promotion, this element may be met.
• Consideration: Consideration providing anything of real value. It can be paying
money to play. It could also be taking substantial effort to play.
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• Prize: A prize is something of real value received for participating in the promotion.
A cash-out system in a game would certainly trigger this. Physical prizes also trigger this element. An interesting point going forward is whether prizes in game will
also trigger it. Traditionally, we have allowed game mechanics like loot boxes to be
unregulated, but this may change in the coming years.
You will see in the summary descriptions below that sweepstakes and contests are carefully designed so they do not contain all three elements.
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WHAT IS A SWEEPSTAKES?
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• In a sweepstakes, the winner is determined by chance, that is, at random, like drawing a name out of a hat.
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• A sweepstakes cannot require “consideration” from entrants, such as payment or
extensive effort, for the chance to win a prize. Therefore, the game company cannot charge a fee to consumers or require them to buy a product in order to enter a
sweepstakes. The game company also cannot require entrants to incur text messaging or extensive data charges. Entrants also cannot be required to invest a substantial
amount of time or effort to enter, such as completing a lengthy survey. All of these
methods of entry may be used, but if they are, there must also be a free (from cost and
substantial effort) alternative method of entry (“AMOE”). Typical AMOEs include
mail-in entries and online entries. The AMOE must be disclosed in the official rules
and those entering via the AMOE must be given “equal dignity” in the promotion.
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WHAT IS A CONTEST?
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• Other names for a sweepstakes include “giveaway” and “drawing.” Note that the word
“raffle” should not be used in any promotion: only charities are allowed to conduct
“raffles” (in accordance with specific state requirements), requiring entrants to buy
tickets for a chance to win a prize.
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• In a contest, the winner is determined by his or her skill, such as writing the best
essay or taking the best photograph.
• In most states, the sponsor can charge a fee for entry (or require a purchase of a product) if it is running a bona fide contest. (If charging a fee or requiring the purchase of
a product, some states will have to be voided.)
• Sometimes, advertisers will conduct “hybrid” promotions. For example, to increase
the number of entries received in a contest, an advertiser will sometimes offer an
entry into a random drawing to anyone who submits an entry into the contest. In this
scenario, the advertiser must also provide a “non-contest entry” method of entering
the sweepstakes portion of the promotion, in order to avoid requiring “consideration”
(see Sweepstakes, above).
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WHAT IS A SURPRISE AND DELIGHT?
• In a true “surprise and delight” promotion, the prizes awarded to consumers must
truly be a surprise: there can be no pre-promotion or hint that “prizes” will be
awarded if the consumer responds to the call-to-action in the post or advertisement.
Otherwise, the promotion is a sweepstakes (if the winner is selected at random) or a
contest (if the winner is selected based on the quality of his or her post) and, therefore, the requirements for such promotions must be followed.
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• To maintain the element of surprise, a surprise and delight promotion must be done
on an infrequent basis and cannot always be done in connection with the same or
similar call-to-action. For example, a sponsor cannot run a Twitter promotion as a
surprise and delight every Friday at noon with a call-to-action requesting posts about
weekend plans and awarding prizes to the funniest responses. (Such a promotion
could, however, be conducted as a contest.)
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• If truly a surprise and delight, the promotion does not require Official Rules or other
promotions disclosures.
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One last very important word on modern sweepstakes and contests is that they usually
require some form of moderation. By that I mean that most promotions require players to
do something that displays user-generated content. This can be a video of them playing the
game or their character in the game or something as simple as their username displayed
in a list. All of these can be abused. As of 2017, software is not enough to filter out every
way the human mind can imagine thwarting those censors. In fact, some people enjoy
the publicity around getting something offensive posted on an official channel more than
they enjoy your game or the contest. Do not rely on platforms like Facebook, Instagram, or
Twitter either because they are far from perfect. Moderation can be done in-house, but is
better outsourced. There are companies that specialize in moderation. So, please consider
some type of delay in posting with a human approval for sweepstakes and contest entries
(especially winners).
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Children’s Online Privacy Protection Act9
COPPA applies to all websites, games, and applications, directed toward children under
the age of 13 or where a game operator knowingly has personal information of children
under 13. For the purposes of this section, the word “game” should be interpreted as any
digital presence including websites, applications, VR, console, portable, and PC games.
These games require some form of parental consent before allowing the game company to
collect, store, and process that information.
Is Your Game Directed Toward Children?
Here, a holistic analysis of the game is required. There is no one factor that determines it,
but they should all be considered together. What is the subject matter of the game? Do you
use cartoonish animated characters? What is the audio like? Are there child celebrities
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or child heroes in the game? What are the activities in the game and the language used
in the game? Each of these and more will generate a sense of whether or not the game is
child-directed.
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What Is Personal Information in the Context of Children, and Do You Collect it?
Personal information from children includes first name, last name, home or other address,
online contact information like an email, screen name, telephone number, social security
number, photograph, video, audio files, geolocation information, or a persistent identifier.
Generally speaking, the list above is much broader than most people consider personal
information. The rule of thumb is that any information collected about a child will likely
qualify, even if it is simple technical information that would qualify under a persistent
identifier.
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General COPPA Principles
Your privacy policy and procedures must be COPPA compliant to collect, store, and use
children’s information. This includes reasonable security for that information. This is an
FTC requirement for adults, but it is viewed even more seriously for children. The privacy
policy must describe the types of information collected and how it is used within the game
company and by third parties. Parents must have the right to view, edit, and opt out of
game company collection and use of the information.
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Getting Parental Consent
Your game must have a neutral age gate before allowing children to enter. It must ask a
neutral question like: “What is your birthday?” It cannot say: “Click here if you are over
12,” or give other hints. If the child puts a birthday in that shows they are 12 or under, the
game must set the online equivalent of a session cookie. This must not allow the child to
go back and change their birthday to gain access to the game. There are two main types of
parental consent. The first type is referred to as verifiable parental consent. This is the highest standard, and the following are the acceptable ways of obtaining that consent:
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• Sign a consent form and send it back via fax, mail, or electronic scan
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• Use a credit card, debit card, or other online payment system that provides notification of each separate transaction to the account holder
• Call a toll-free number staffed by trained personnel
• Connect to trained personnel via a video conference
• Provide a copy of a form of government-issued ID that you check against a database,
as long as you delete the identification from your records when you finish the verification process
• Answer a series of knowledge-based challenge questions that would be difficult for
someone other than the parent to answer
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• Verify a picture of a driver’s license of other photo ID submitted by the parent and
then compare that photo with a second photo submitted by the parent using facial
recognition technology.
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These are high bars and there is a lower standard that can be used if the children’s information is going to be used internally only. That standard is called email plus. The email
plus verification works by sending a parent an email, having the parent respond with their
consent, and then sending a follow-up communication via email (or other contact information) so that the parent is reminded that they have consented to the information collection. The emails must also give a link to the privacy policy and describe the core parts of
information collection and use by the game. Importantly, it must also show the parent how
to opt out of information collection in the future.

BEYOND STATUTES: SOME FINAL CONSIDERATIONS
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Introduction
There are so many bits and pieces to advertising regulation in the game industry. It honestly is hard to know when to stop writing detailed sections. However, I am confident that
the major areas have been covered above, but please indulge a few sentences on each of the
following topics. They are too important to be left out entirely.
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Game Advertising and the ESRB
When advertising your game, it also important to remember that if your game has been
rated by the Entertainment Software Rating Board (ESRB), then you may be obligated to
comply with certain rules and requirements concerning packaging, advertisements, videos, and any other materials that promote your game. Depending on how your game was
rated by the ESRB, you may be subject to a detailed set of guidelines and requirements that
you can access through the ESRB website or a shorter set of guidelines provided or linked
to on your rating certificate. The ESRB’s Advertising Review Council (or “ARC”) works
with publishers to ensure compliance with applicable requirements and will even review
draft advertisements that a game company submits to determine whether they comply
with applicable requirements. Additional information concerning ARC requirements,
including potential penalties for non-compliance, can be found in the ESRB section of the
game ratings chapter of this book.

nd

ra

lo

ay

-T

s
ci

an
Fr

Children’s Advertising Review Unit
In addition to COPPA, the Children’s Advertising Review Unit (CARU) is a second area
where children’s advertising regulation occurs. CARU actually controls advertising in all
media, including games, online, and television. Generally speaking, CARU guidelines
cover truthful advertising and ensure that advertising is appropriate for children given
their developmental stage. For instance, children have a difficult time discerning the difference between content and advertising. So, one of the CARU rules is that characters from
a show may not advertise products. Another rule is that the advertisements cannot generate a sense of urgency, like “buy now!” The CARU guidelines are a substantial text, and
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summarizing all of the rules is outside the scope of this chapter. They are also updated as
more research comes out on children’s capacities as well as the monitoring of new developments in advertising technology.
The CARU program is not a state or federal governmental office. It is an industry-sponsored self-regulatory program where compliance is essentially ensured by the intimate
cooperation of the state and federal governments. If CARU sanctions a game company, it
has the right to refer that game company’s case to a regulator if the company does not correct its errors. This is very motivating for most private companies because the regulators
pay special attention to CARU. Consider that CARU is out there making the regulator’s job
easier. So, if a company is ignoring CARU, the regulator is motivated to act swiftly with the
force of law to bring the company into line.
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Behavioral Advertising
Another area that is self-regulated is behavioral advertising or interest-based advertising.
Behavioral advertising is tracking a person across sites or across devices in an effort to
learn about their interests and buying habits or to pull them back toward a site or purchase
they had previously considered. This type of advertising is why you might look at some
shoes on one site or even put them in a cart and then later in the day, you may get an advertisement for those shoes. That ad may appear on your phone, even if you had previously
looked on your desktop. This is also the technology that offers you hotels in a city later in
the day after you have previously booked a flight to that city. This new technology has a
much more invasive feel than prior advertising technologies. It is so personal that many
people have described it as “creepy.”
The guidelines for using this type of technology are that three steps are required. First,
the game company or its advertising agency must license the AdChoices icon from the
DAA (a trade association). This symbol is the blue “i” in a triangle that you see. Second, the
company must place the AdChoices icon on its ads that use behavioral advertising. Third,
the company must include a disclosure in its privacy policy that it uses behavioral advertising, which includes a functioning method to opt out of that advertising.
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Coupons and Discounting
One might think that a discussion on coupons and discounting is out of place in the hightech media world of video games. Nothing could be further from the truth. The oldest
possible promotional method is one of the most effective—the discount is immortal and
will always have a place in advertising. As long as humans are humans, we love a deal. A
discount or perceived discount sells more of anything, from apples to Apple Computers.
So, what are the rules of discounts and coupons that we need to keep in mind? First, the
discount or coupon needs to be true. That rule of advertising, all the way from the beginning of this chapter, applies here and in everything else.
If we say virtual property is 50% off this weekend, it should be 50%. What about a range
of discounts? Can we say “up to 50% off virtual property this weekend?” We cannot lie to
people or say “up to 50% off” when only one item is 50% off. It has to be a substantial number, including items people normally buy, so that it represents the normal user experience.
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Lastly, a sale has to be a sale. Something cannot always be 25% off or 50% off. You can
rotate sales, but there must be some realistic time that the items are sold at the retail price.
Coupons in a newspaper insert, in a physical store, or digital coupons all have the same
rules. Those rules are fairly simple. They have to disclose the material terms of the coupon.
What would a person using the coupon want to know? How much is the discount? Where
can I use the coupon? Is there a limit to using this coupon with other discounts? When
does the coupon end? All of those pieces of information plus any other bit of information specific to your coupon that an average consumer would think is relevant should be
included on the coupon terms.
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People think of advertising as a fluid, creative, relatively unregulated field. Nothing could
be further from the truth. Advertising and the law have been intertwined since the 1950s
and before. There is a thread around truth and consumer protection that runs from coupons and radio advertising all the way to influencers and behavioral advertising. Product
claims have to be scientifically supported. Certain areas like texting, sweepstakes, contests, children, and influencers are particularly highly regulated to protect consumers.
Technology related to A/B testing and consumer metrics is developing advertising into a
near-quantitative field. The industry is being infiltrated with people trained in mathematics, economics, and other hard sciences and is achieving a certain growing respect it has
not received in the past. With this influx of technology and optimization, we should be
more thoughtful than ever about how advertising complies with the law. As we get better
at tracking and persuading consumers to buy our games, we should be more vigilant that
the monitoring is transparent and the commercial messaging is true.
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1. Other countries have similar regulatory bodies such as the Advertising Standards
Association (ASA) in the United Kingdom and the German Deutscher Werberat or the
Wettbewerbszentrale.
2. The UK equivalent of the FTC is the Advertising Standards Authority (ASA). In 2017, the
ASA reviewed the advertising for No Man’s Sky related to graphics quality, game footage, and
features. It ultimately found that No Man’s Sky was not deceptively advertised.
3. You can easily find out how your device was tested by reading your owner’s manual. It usually shows the conditions under which the device was tested as being waterproof. You will
be surprised how a company can spend hundreds of millions of dollars on development and
manufacturing of an electronic device then spend almost that much on advertising where one
of the key features of the device is that it is waterproof. Then, when you look at the owner’s
manual, the waterproof testing looks like they spent a couple of days and a few dollars on one
mildly varied testing condition.
4. This is changing, but slowly. Starting in 2018, I have seen testing with water dripping, light
spray, heavy spray, and submersion. I have still not seen salt, chlorine, or large temperature/
depth variations.
5. The Sony Xperia line of tablets and phones is a good example. The company even made apps
that were supposed to only be used underwater. As of 2017, Sony was the subject of a class
action lawsuit where the plaintiffs were requesting 50% of the phone’s retail value and a
6–12‑month warranty extension (Landes vs. Sony Mobile Communications, EDNY).
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6. CSGO allows people to bet virtual items known as “skins” on the outcome of gameplay. In
an echo of the loot boxes discussion in this chapter, in December 2017, the UK Gambling
Commission published a report on young people, stating that the exposure of children as
young as 11 to video game skin betting was detrimental to their development and qualified as
an early exposure to gambling.
7. It may be years before we know the effects of this request. The Belgian Gaming Commission
does not have the power alone to outlaw loot boxes.
8. The TCPA does not apply to push notifications in apps. Still, Apple and Google have taken
a similar approach as the TCPA, with push notifications only allowed on the platforms with
opt-in consent.
9. Six steps to COPPA compliance from the FTC: https://www.ftc.gov/tips-advice/businesscenter/guidance/childrens-online-privacy-protection-rule-six-step-compliance. General
FTC COPPA compliance FAQ: https://www.ftc.gov/tips-advice/business-center/guidance/
complying-coppa-frequently-asked-questions.
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